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UNITED STATES DISTRICT COURT 
EASTERN DISTRICT OF NEW YORK 
 
MICROSOFT CORPORATION, a Washington 
Corporation, FORTRA, LLC, a Delaware Limited 
Liability Company, and HEALTH-ISAC, INC., a 
Florida Corporation, 
 
                               Plaintiffs, 
v. 
 
JOHN DOES 1-2, JOHN DOES 3-4 (AKA CONTI 
RANSOMWARE GROUP), JOHN DOES 5-6 
(AKA LOCKBIT RANSOMWARE GROUP), 
JOHN DOES 7-8 (AKA DEV-0193), JOHN DOES 
9-10 (AKA DEV-0206), JOHN DOES 11-12 (AKA 
DEV-0237), JOHN DOES 13-14 (AKA DEV-
0243), JOHN DOES 15-16 (AKA DEV-0504), 
Controlling Computer Networks and Thereby 
Injuring Plaintiffs and Their Customers, 
 
 
                              Defendants. 
 

 
 
Case No.  
 
FILED UNDER SEAL 

 

 

DECLARATION OF ROBERT G. ERDMAN II IN SUPPORT OF APPLICATION FOR AN 
EMERGENCY EX PARTE TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW 

CAUSE RE PRELIMINARY INJUNCTION 

I, Robert G. Erdman II, declare as follows: 

1. I am an Associate Vice President, Research & Development at Fortra. I make this 

declaration in support of Fortra LLC’s Application for An Emergency Ex Parte Temporary Restraining 

Order and Order To Show Cause Re Preliminary Injunction. I make this declaration of my own personal 

knowledge or on information and belief where indicated. If called as a witness, I could and would testify 

competently to the truth of the matters set forth herein. 

2. In my current role at Fortra, I lead the Fortra Threat Intelligence teams investigating and 

creating counter measures for Business Email Compromise (BEC), Phishing, malware/ransomware 

delivery, malicious domains, botnets and cracked versions of Cobalt Strike.1 Prior to that, I served as the 

                                                    
1 As used in this declaration and in others, "cracked versions of Cobalt Strike" refer to stolen, unlicensed, or 
otherwise unauthorized versions or copies of Cobalt Strike.  
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Director of Development, Infrastructure Protection at Fortra where I lead the vulnerability management, 

antivirus and penetration testing product development teams and as Head of Product Management for 

Fortra’s Cyber Threat Solutions (CTS) Business Unit. I  joined Fortra after having spent more than 25 years 

in the information technology industry. Prior to joining Fortra, I was with Spok Inc. where I most recently 

served as Sr. Technical Product Manager, Contact Centers & Platforms. While there, I worked with a variety 

of worldwide customers including Government, Healthcare, Financial & Military implementing mission 

critical Windows, Unix & Linux communications solutions. I am a current member of the U.S. Federal 

Bureau of Investigation’s InfraGard.  A true and correct copy of the current version of my curricula vitae 

is attached to this declaration as Exhibit 1. 

3. In connection with my current role at Fortra, I have investigated the structure and function 

of a malicious software (“malware”) command and control (“C2”) architecture abusing a legitimate 

commercial adversary simulation software used for penetration testing called “Cobalt Strike,” the activities 

carried throughout this infrastructure, and an assessment of the impact on Fortra’s business and on users of 

the Internet. The abuse of Cobalt Strike by nefarious threat actors has caused, and continues to cause, 

extreme damage to Fortra, its reputation, and its customers, as well as other parties which, if allowed to 

continue, will be compounded as the case proceeds. 

PLAINTIFF FORTRA 

4. Fortra is a technology company that manufactures, distributes and sells a variety of 

software products and services to businesses, professional organizations and educational institutions around 

the world. Fortra’s products address a wide range of cybersecurity and automation needs across a multitude 

of platforms. In cybersecurity, our solutions typically fall into four categories: Infrastructure Protection, 

Data Protection, Security Awareness Training & Managed Services. 

5. The company Fortra, is a well-known cybersecurity software development company that 

is trusted by government, industry and the security community at large. 

COBALT STRIKE  

 Legitimate Versions of Cobalt Strike 
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6. Cobalt Strike is a commercial security testing tool made by the company Fortra. Cobalt 

Strike was created in 2012 to enable threat-representative security tests. Cobalt Strike is a threat emulation 

tool that provides a post-exploitation agent and covert communication channels ideal for Adversary 

Simulation and Red Team exercises, replicating the tactics and techniques of an advanced adversary in a 

network. Cobalt Strike is used to challenge security teams and measure incident response with malleable 

command and control known as “C2,” which allows network indicators to imitate different malware and 

social engineering processes to strengthen security operations for measuring security programs and incident 

response capabilities. Cobalt Strike has multiple manual and technical licensing restrictions that threat 

actors must break through to facilitate the alteration and malicious usage of the Cobalt Strike commercial 

product. Potential purchasers are investigated to determine if they are employed by a legitimate company 

or agency and are not subject to export restrictions. The Cobalt Strike software contains technical 

protections that require a valid, time limited license and a valid authorization ID or “watermark”. All 

downloads and updates of the Cobalt Strike product code are validated against the licensing and watermark 

requirements before access can proceed. Approved purchasers of Cobalt Strike sign a EULA agreement 

that forbids using the product on computer systems where they have not received the owner’s approval and 

malicious or illegal usage of the Cobalt Strike product. Fortra continuously monitors common hacker 

forums, file sharing sites and the internet at large with both manual and programmatic means to discover 

new instances of cracked Cobalt Strike. 

7. Cobalt Strike itself is a Threat Emulation application used for Adversary Simulations with 

two primary components: the team server and the client. A team server accepts client connections. The 

client is how operators connect to a team server. These two components are contained in Java executable 

files (a JAR file). “Beacon” is the name for Cobalt Strike’s default payload used to create a connection from 

a computer system to the team server. The beacon file contains contact information such as the C2 IP 
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address or domain, connection port information, watermark,2 and encryption keys. Legitimate penetration 

testers and red teamers use this application to test whether an organization’s system would potentially 

succumb to the infiltration of malware into the network. 

Cracked Versions of Cobalt Strike 

8. Authorized and properly purchased versions of Cobalt Strike will contain a valid 

authorization ID watermark that can be resolved to a legitimate end user license. Cracked, compromised 

versions of Cobalt Strike often consist of manipulated beacon files that are programmed to communicate 

with malicious C2 infrastructure to engage in illegal activities once a malware infiltrates a victim’s 

computer systems.  Defendants have been able to utilize cracked versions to gain  control of their victim’s 

machine and move laterally through the connected network to find other victims and install malware. Once 

they have gained control, Defendants are able to inflict further harm by exfiltrating the victim’s data and 

installing ransomware. 

9. Cracked versions of Cobalt Strike are distributed in various forums and websites.  

Typically, these are the result of someone modifying a Cobalt Strike JAR file adding in technical computer 

code to bypass the license restrictions and rebuilding the Cobalt Strike JAR, or by crafting an authorization 

file with a fake authorization ID and distributing that with the JAR. Fortra has identified cracked copies of 

Cobalt Strike based on legitimate version 4.0, 4.1, 4.2, 4.3, 4.4, 4.5, 4.6, and 4.7.   

INVESTIGATION OF THE CRACKED COBALT STRIKE INFRASTRUCTURE 

10. The C2 infrastructure at issue in this case—the “cracked Cobalt Strike” infrastructure —is 

a prolific and globally dispersed malware distribution infrastructure.  As part of my investigation, I have 

been able to identify details regarding Defendants’ deployment of cracked Cobalt Strike, including the 

operational details about the malicious and cracked Cobalt Strike infrastructure, the methods of 

                                                    
2 Watermarks are unique values associated with a certain Cobalt Strike license.  Legitimate, licensed 
versions of Cobalt Strike have a watermark embedded into the beacon file that are associated with the 
Cobalt Strike license. Cobalt Strike watermarks can be identified in post-incident analysis and are 
considered valued intelligence in the security community. 
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communications among infected computers, how the infrastructure transmits threats to innocent computers, 

and the cracked Cobalt Strike infrastructure’s mechanisms to evade detection and attempts to disrupt its 

operation.  

11. The cracked Cobalt Strike infrastructure has targeted multiple computer systems and 

entities around the world. The cracked Cobalt Strike infrastructure is a complex and constantly evolving 

threat, which makes detection and disruption difficult, and further exacerbates the harm caused by 

Defendants. Defendants further this complex scheme by delivering ransomware, providing backdoor access 

to infected machines, and acting as a gateway malware dropper to deploy additional malicious software 

tools. For example, once installed, Defendants can utilize cracked versions of Cobalt Strike to further 

deliver ransomware to the victim’s machine facilitating data exfiltration and eventually the complete 

compromise and destruction of the computer system.  

12. Cracked Cobalt Strike can be delivered to a victim by many different methods. A phishing 

message containing a malicious payload is sent to targeted victims and when the payload is activated, the 

victim’s computer executes a Cobalt Strike beacon that has been configured to communicate with 

Defendants’ cracked Cobalt Strike C2 infrastructure. Cracked Cobalt Strike can also be delivered to a victim 

by hacking into an entity’s network via any exploitable vulnerability and then placing a Cobalt Strike 

beacon on the exploited computer system under the Defendants control or by placing cracked Cobalt Strike 

on a malicious website and when a victim visits a specially crafted URL link the cracked Cobalt Strike 

beacon is delivered to the victim. 

13. Once under command of the operators of cracked Cobalt Strike, the operators are able to 

leverage cracked versions of the Cobalt Strike application to infiltrate the security systems by providing a 

backdoor and serve as a gateway malware dropper to deploy additional ransomware such as Conti, Quantum 

Locker, Royal, Cuba, BlackBasta BlackCat, PlayCrypt, and LockBit to the victims’ machine. 

14. Fortra monitors many locations for cracked Cobalt Strike versions including social media, 

file sharing websites, illicit marketplaces, and internet search engines. Through these and related 

investigative steps, I have developed detailed information about the size, scope, and illegal activities of the 
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use of cracked Cobalt Strike to facilitate malware and ransomware attacks. 

15. Fortra’s investigation unfolded in several steps: 

a. Identify the probable locations of a cracked version of Cobalt Strike; 

b. Investigate the locations and confirm if a Cobalt Strike version is present; 

c. If a Cobalt Strike version is present, determine if it is a cracked Cobalt Strike version based 

upon file hashes, watermarks, and licensing information; 

d. Identify geolocation and hosting services provider of the machine containing the cracked 

Cobalt Strike version; and 

e. Determine additional tactics, techniques and procedures utilized after Cobalt Strike is 

deployed on a victim’s machine to identify additional malware or ransomware deployed 

by Defendants. 

16. Based on our investigation and analysis, Fortra has determined that cracked Cobalt Strike 

functions as a robust delivery mechanism for threat actors to deploy ransomware and other malware for the 

purposes of stealing account credentials, taking control of victims’ computers, and extorting victims into 

paying ransom payments. Additionally, I concluded that cracked Cobalt Strike operates as a ransom-as-a-

service or malware-as-a-service, operating solely to perpetrate nefarious actions. I also conclude from these 

same facts, upon information and belief, that the Defendants must have known and intended that the 

Defendants’ operation of cracked Cobalt Strike was to defraud end-user victims, by means of fraudulent 

pretenses and representations transmitted over the Internet, as further described below. As a result, Fortra 

has been directly injured in its business and property by these Defendants’ acts and their coordinated pattern 

of acts.  

ORGANIZATION OF THE DEFENDANTS’ C2 INFRASTRUCTURE 

17. As stated above, the infrastructure at issue is comprised of a network of computing devices, 

connected to the Internet, that are infected with a particular cracked version of Cobalt Strike. The cracked 

version of Cobalt Strike gives the Defendants in this matter remote control via the Internet over the 

operation of the compromised computing devices. Because Defendants can use the intrusion of individual 
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victim’s computers to further compromising other computer devices, the cracked version of Cobalt Strike 

allows a single criminal or criminal organization to control the vast array of compromised computing 

devices. 

18. The cracked Cobalt Strike C2 infrastructure is comprised of a large number of victim 

computers that have been compromised by the Defendants using cracked Cobalt Strike to deploy malware 

and ransomware payloads. The C2 infrastructure is utilized by the Defendants to transfer instructions to the 

compromised victim computers, for the purpose of exerting further control over the victim computers, 

allowing them to use their control of the computer’s operation to carry out the numerous types of harmful 

activities described more fully later in this declaration. Further detail regarding the infected victim 

computers and the C2 computers is set forth below.   

Infected Victim Computers 

19. The total number of infected computers caused by cracked Cobalt Strike, over time, has 

been growing. Based on our investigation, we have observed that multiple entities have been impacted by 

the leveraging of cracked Cobalt Strike.  

20. The compromised victim computers are responsible for performing the daily work of the 

Defendants’ Cobalt Strike C2 infrastructure; through Defendants’ control, they are able to further carry out 

their criminal enterprise.  For example, Defendants are able to use their cracked Cobalt Strike infrastructure 

to install ransomware such as Conti, Quantum Locker, Royal, Cuba, BlackBasta BlackCat, PlayCrypt, and 

LockBit.  These ransomware families are prolific amongst threat actors and their efficacy in causing harm 

is well known in the security community. The Conti ransomware once deployed on a victim’s system, for 

example, will try to terminate a number of services to ensure that it can encrypt files, disable real time 

monitoring, and subsequently demand a ransom or to engage in other malicious activity directed at the 

victims. LockBit ransomware is malicious software designed to block user access to computer systems in 

exchange for a ransom payment. Later iterations of LockBit (LockBit 2.0 and 3.0) have increased 

sophistication: the “fastest encryption software” in the world, the ability to perform DDoS attacks on the 

victims’ infrastructure, the ability to steal sensitive data, and the ability to use leak sites to expose 
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companies’ proprietary data. 

C2 Computers 

21. The C2 computers are specialized computers and/or software (“servers”). Defendants 

purchased or leased these servers and use them to send commands to control the compromised victim 

computers. The C2 computers send the most fundamental instructions, modules, updates, and commands, 

and overall control of the cracked Cobalt Strike is carried out from these computers. C2 computers include 

the servers at various IP addresses (i.e., “Internet Protocol” address) and domains. See Appendix A to the 

Complaint. 

22. Each instance of cracked Cobalt Strike is pre-programmed to connect and communicate 

with configured number of these C2 servers. When such a connection is made, the servers can download 

instructions or deploy additional malware or ransomware to the infected computing device and upload 

stolen information from it. This is how the Defendants are able to continue to expand the network of 

compromised computers to ensure that the harm caused is widespread.   

23. To create the C2 infrastructure, Defendants set up accounts with web-hosting providers—

i.e., companies, usually legitimate, that provide facilities where computers can be connected through high-

capacity connections to the Internet and locate their servers in those facilities. By contacting a C2 server, 

cracked versions of Cobalt Strike can receive updated commands and modules from and communicate with 

the Defendants. 

Overview of C2 Communications Channels 

24. The Defendants are able to send and receive communications between their C2 servers and 

the infected victims’ computers. 

25. The primary C2 channel between infected victim computers and Defendants’ C2 computers 

is comprised of particular IP addresses or internet domains associated with servers directly controlled by 

Defendants. The concurrently filed declaration of Christopher Coy describes how Defendants are able to 

use IP addresses and internet domains to communicate and their reliance on hosting services, registrars, and 

registries to facilitate these systems of communication. See Coy Decl. ¶ 35.   
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26. Through the use of cracked Cobalt Strike, once the victim’s computer is infiltrated, the 

victim computer receives instructions from the C2 servers associated with the primary IP addresses directly 

controlled by Defendants. 

Defendants’ C2 Communications Tier is Designed to Evade Technical Counter-Measures 
 
27. The most vulnerable points in the Defendants’ C2 architecture are the C2 IP addresses and 

domains, as they can be identified and, if disconnected from the Internet, the Defendants’ communications 

with compromised end-user computers will be severed and propagation of the cracked versions of Cobalt 

Strike are disabled. This is why the relief Fortra seeks is aimed at severing these lines of communication to 

facilitate the disruption of the C2 infrastructure. To counteract the vulnerable points in the C2 architecture, 

Defendants continue to employ features of the C2 infrastructure enable the cracked versions of Cobalt Strike 

to better withstand technical counter-measures. For example, Defendants do not use the same set of IP 

addresses and domains indefinitely; rather the Defendants will register new domains and IP addresses, so 

that once added to the compromised end-user computers, all subsequent communications can take place 

over the newly registered communication channels. This dynamic use of IP addresses and domains make 

attempts to disable the malware more difficult. 

CRACKED COBALT STRIKE HAS AFFECTED VICTIMS IN NEW YORK 
 

28. Through its investigation, Fortra has determined that cracked Cobalt Strike has been used 

in connection with affirmative targeting of victims in New York, including the Eastern District of New 

York. 

29. Using technology that allows for the geographic location of IP addresses, I have 

investigated IP addresses known to be associated with cracked Cobalt Strike. Technology exists to 

determine the geographic location of IP addresses, alone or in association with domains. As can be seen 

below, in Figure 1, the I have identified over 50 unique IP addresses attributable to Defendants and cracked 

Cobalt Strike activity that are located within New York.  
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IP Address Country State Hosting Provider 
23.94.240.207 United States New York Racknerd LLC 
23.94.255.18 United States New York Racknerd LLC 
23.95.44.80 United States New York Virtual Machine Solutions LLC 
23.95.48.45 United States New York Racknerd LLC 
23.95.67.59 United States New York Racknerd LLC 
24.199.98.19 United States New York DigitalOcean LLC 
24.199.98.235 United States New York DigitalOcean LLC 
24.199.113.87 United States New York DigitalOcean LLC 
38.54.31.137 United States New York Lightnode-vn 
38.60.31.200 United States New York Psinet  Inc. 
38.60.39.41 United States New York Psinet  Inc. 
38.60.49.64 United States New York Psinet  Inc. 
64.227.190.71 United States New York DigitalOcean LLC 
67.205.139.137 United States New York DigitalOcean LLC 
67.205.142.226 United States New York DigitalOcean LLC 
67.207.90.203 United States New York DigitalOcean LLC 
68.183.21.224 United States New York DigitalOcean LLC 
104.131.5.230 United States New York DigitalOcean LLC 
104.168.68.35 United States New York Racknerd LLC 
107.172.29.162 United States New York Racknerd LLC 
107.172.61.62 United States New York Racknerd LLC 
107.172.78.195 United States New York Racknerd LLC 
107.172.201.137 United States New York Colocrossing 
107.172.208.88 United States New York Racknerd LLC 
107.173.70.169 United States New York Colocrossing 
107.173.122.167 United States New York Colocrossing 
107.173.251.222 United States New York Racknerd LLC 
107.174.66.104 United States New York Colocrossing 
107.174.95.204 United States New York Colocrossing 
107.174.186.22 United States New York Racknerd LLC 
107.175.91.126 United States New York Racknerd LLC 
107.175.111.199 United States New York Highlight Marketing  LLC 
154.38.114.212 United States New York Psinet  Inc. 
154.64.224.130 United States New York Psinet  Inc. 
157.230.188.71 United States New York DigitalOcean LLC 
159.223.141.48 United States New York DigitalOcean LLC 
159.223.190.172 United States New York DigitalOcean LLC 
161.35.3.56 United States New York DigitalOcean LLC 
165.227.85.160 United States New York DigitalOcean LLC 
172.245.27.233 United States New York VPS ACE 
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IP Address Country State Hosting Provider 
192.3.204.163 United States New York Hudson Valley Host 
192.3.223.126 United States New York Colocrossing 
192.3.231.208 United States New York Colocrossing 
192.210.162.147 United States New York Colocrossing 
192.210.170.174 United States New York Racknerd LLC 
192.227.155.185 United States New York Colocrossing 
198.23.223.145 United States New York Colocrossing 
198.98.50.31 United States New York Frantech Solutions 
199.195.248.79 United States New York Frantech Solutions 
199.195.249.113 United States New York Frantech Solutions 
199.195.251.23 United States New York Frantech Solutions 
199.195.251.219 United States New York Frantech Solutions 
199.195.254.96 United States New York Frantech Solutions 
204.10.120.109 United States New York Vinters Corp 
206.189.228.101 United States New York DigitalOcean LLC 
209.127.116.26 United States New York B2 Net Solutions Inc. 

 
FIGURE 1 – Cracked Cobalt Strike Associated IP Addresses in New York 

DEFENDANTS CAUSES SEVERE HARM 

Threat Actors Use Cracked Cobalt Strike Versions to Cause Severe Harm by Engaging in 
Malicious Activities Against Victims Such as Deploying Ransomware And Other Types Of Dangerous 

Malware 
 
30. Defendants have been able to inflict severe harm on individuals whose computing devices 

they compromise. Once Defendants gain access to a computing device through a cracked version of Cobalt 

Strike, Defendants can use the victim’s computer to send commands and instructions to the infected 

computing device to control it surreptitiously and deliver malware or ransomware that, among other things, 

enables Defendants to take control of the victim’s computer and extort money from them. Defendants rely 

on the legitimate functionality of Cobalt Strike to avoid detection and further cause harm.   

31. Cracked Cobalt Strike is known to deliver other forms of malicious code, including 

ransomware. Ransomware is a type of malware that prevents victim user from accessing their systems or 

personal files and demands ransom payment in order to regain access. The introduction of ransomware can 

be extremely damaging. For example, in one instance, ransomware disrupted the IT network of a German 
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hospital which caused the death of a woman in need of emergency treatment. See Declaration of Christopher 

Coy ¶ 44 and Declaration of Errol Weiss ¶ 14, both concurrently filed.  

32. Cracked Cobalt Strike is used in a variety of illegal activities, but it is well-known as a 

downloader/dropper for delivering major malware families in what is known as a “malware-as-a-service” 

criminal business model that delivers ransomware that locks a victim’s computer and demands payment to 

unlock it, banking Trojans that steal funds from victim accounts, and a wide range of other types of 

malware. The malware distributed by Defendants include Conti, which is a type of ransomware. Conti cyber 

threat actors remain active and reported Conti ransomware attacks against U.S. and international 

organizations have risen to more than 1,000. While Conti is considered a ransomware-as-a-service (RaaS) 

model ransomware variant, there is variation in its structure that differentiates it from a typical affiliate 

model. It is likely that Conti developers pay the deployers of the ransomware a wage rather than a 

percentage of the proceeds used by affiliate cyber actors and receives a share of the proceeds from a 

successful attack.   

33. In order to avoid detection, Defendants rely on and abuse the legitimate functionalities and 

capabilities of Cobalt Strike (for penetration testing software to be effective, it has to be able to perform the 

test without detection).  

34. The cracked Cobalt Strike can be used to deploy additional instances of malware. Each of 

these secondary malware infections makes further changes to the user’s computing device, including by 

adding files, changing registry settings, opening additional backdoors that allow control by other 

cybercriminals, and allowing yet further sets of malware to be downloaded onto the computing device. All 

of these malware variants are designed to attack computing device, may themselves be connected to other 

criminal infrastructure and receive additional commands. 

35. Under these circumstances, the Defendants have a vested interest in increasing the number 

of computers belonging to their C2 network, as that relates directly to the number of computers they can 

attempt to infect with secondary malware. 

Cracked Cobalt Strike Causes Severe Harm Both To Fortra’s Reputation, Brands And 
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Goodwill With Its Customers And The Public 
 
36. Defendants inflict substantial damage on Fortra whose products and trademarks 

Defendants systematically abuse as part of the fraudulent operations involving cracked versions of Cobalt 

Strike. 

37. The cracked versions of Cobalt Strike do not appear any different than the legitimate 

versions of Cobalt Strike used for legitimate penetration testing and red team operations. The user, thus, 

thinks the Cobalt Strike is developed, distributed, and commercially sold by Fortra, despite the fact that it 

is the criminal actors that are compromising the operating system. This harms Fortra’s reputation and 

goodwill among the public. In particular, Defendants’ cracked use of Fortra’s legitimate penetration testing 

tool for unlawful cybercrime risks eroding trust within Fortra’s customer base in the security industry, and 

risks eroding trust by the general public in security testing tools such as Cobalt Strike. This risks serious 

damage to Fortra’s brand, trademarks and goodwill, given that both customers and internet users generally 

may come to wrongfully associate Fortra and Cobalt Strike with Defendants’ unlawful activities.  

38. More broadly, malicious use of cracked Cobalt Strike harms Fortra and Fortra’s brand, 

trademarks and goodwill by damaging the customers’ computing devices and the software installed on 

victim computing devices. Because Cobalt Strike is legitimate software, Defendants’ misuse of cracked 

versions causes irreparable harm, where customers and potential customers mistakenly believe that it is 

Fortra’s legitimate product offering that is responsible for these ransomware and malware attacks.  In recent 

years, as the use of cracked Cobalt Strike to carryout malware and ransomware has increased; concurrently 

the negative opinion about Cobalt Strike and Fortra has also increase. Attached to this declaration as 

Exhibit 2 is an article describing that “Cobalt Strike is one of the most popular tools used by 

cybercriminals” and questioning “whether Cobalt Strike is doing more harm than good by being 

commercially available.”3 This negative opinion caused by Defendants malicious use of cracked Cobalt 

Strike is detrimental. Attached to this declaration as Exhibit 3 is an article where Conti, which is described 

                                                    
3 Available at https://venturebeat.com/business/more-can-be-done-to-curb-misuse-of-cobalt-strike-expert-says/.   

https://venturebeat.com/business/more-can-be-done-to-curb-misuse-of-cobalt-strike-expert-says/
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as “by far the most successful ransomware group in operation today” attempted to surreptitiously purchase 

a legitimate Cobalt Strike license under false pretense in addition to their prolific abuse of cracked Cobalt 

Strike.4 Attached to this declaration as Exhibit 4 is an article that describes the “appeal” of Cobalt Strike 

for use by threat actors and notes a several-hundred percent increase in usage by threat actors over recent 

years.5 Attached to this declaration as Exhibit 5 is an article that further describes “why attackers like 

Cobalt Strike” and cite to the session-based nature of Cobalt Strike where “if threat actors can access a host 

and complete an operation without needing to establish ongoing persistence, there will not be remaining 

artifacts on the host after it is no longer running in-memory. In essence: They can hit it and forget it.”6  

Attached to this declaration as Exhibit 6 is an article that states that “Cobalt Strike is one of the top five 

tools used by attackers.”7 Attached to this declaration as Exhibit 7 is an article describing Cobalt Strike as 

“the new favorite among thieves” because it is flexible and can be repurposed to fit the needs of the threat 

actor.8 Attached to this declaration as Exhibit 8 is an article that describes Cobalt Strike as a “double-edged 

sword” because of its use both by members of the security community to protect against attacks and by 

cybercriminals to carryout the attack.9 Although some of the articles distinguish between cracked and 

legitimate versions of Cobalt Strike, others do not. Accordingly, Cobalt Strike being referred to repeatedly 

as a favorite tool amongst cybercriminals does not engender trust of Cobalt Strike and the Cobalt Strike 

brand because individuals may not be able to distinguish between nefarious use of cracked Cobalt Strike 

by criminals and legitimate uses. Attached to this declaration as Exhibit 9 is an article describing the use 

                                                    
4 Available at https://krebsonsecurity.com/2022/03/conti-ransomware-group-diaries-part-iii-weaponry/.  

5 Available at https://www.proofpoint.com/us/blog/threat-insight/cobalt-strike-favorite-tool-apt-crimeware.   

6 Available at https://www.bankinfosecurity.com/attackers-increasingly-using-cobalt-strike-a-16959.   

7 Available at https://www.darkreading.com/attacks-breaches/cobalt-strike-becomes-a-preferred-hacking-tool-by-
cybercrime-apt-groups/d/d-id/1341073.  

8 Available at https://securityboulevard.com/2020/09/cobalt-strike-the-new-favorite-among-thieves/.   

9 Available at https://cybernews.com/editorial/cobalt-strike-pentesting-tools-cybercriminals/.   

 

https://krebsonsecurity.com/2022/03/conti-ransomware-group-diaries-part-iii-weaponry/
https://www.proofpoint.com/us/blog/threat-insight/cobalt-strike-favorite-tool-apt-crimeware
https://www.bankinfosecurity.com/attackers-increasingly-using-cobalt-strike-a-16959
https://www.darkreading.com/attacks-breaches/cobalt-strike-becomes-a-preferred-hacking-tool-by-cybercrime-apt-groups/d/d-id/1341073
https://www.darkreading.com/attacks-breaches/cobalt-strike-becomes-a-preferred-hacking-tool-by-cybercrime-apt-groups/d/d-id/1341073
https://securityboulevard.com/2020/09/cobalt-strike-the-new-favorite-among-thieves/
https://cybernews.com/editorial/cobalt-strike-pentesting-tools-cybercriminals/
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of cracked Cobalt Strike in connection with hacks of health-related organizations and noting that according 

to a warning issued by the Department of Health and Human Sciences, the number of organizations effected 

each year is in the tens of thousands.10 As described in the concurrently filed declaration of Errol Weiss, 

representing the membership interest of Health-ISAC, malicious use of cracked Cobalt Strike has had 

devastating impacts on the health community. Weiss Decl. ¶¶ 14-15. In turn, effected individuals who had 

their data hacked may place blame on Fortra and legitimate Cobalt Strike, thus further harming its 

reputation. Attached to this declaration as Exhibit 10 is an article describing how hacking attempts against 

Ukrainian organizations perpetrated by threat groups associated with Russia have utilized cracked Cobalt 

Strike.11 This could cause the incorrect perception that Fortra is responsible for the attacks against Ukrainian 

organization. Attached to this declaration as Exhibit 11 is an article describing the recent identification by 

Google of 34 new cracked versions of Cobalt Strike, signaling that the increase in usage continues to 

increase.12 

39. Victims of Defendants are usually unaware of the fact that their computing devices are 

infected and have become part of the C2 infrastructure. Even if aware of the infection, they often lack 

technical resources or skills to resolve the problem, allowing their computing devices to by misused 

indefinitely, as manual steps to remove the malicious software may be difficult for ordinary users. Thus, 

due to Defendants’ abuse of Cobalt Strike, the community of victims who may ultimately learn that cracked 

Cobalt Strike was associated with compromise of their computers risk incorrectly believing that Fortra and 

Cobalt Strike is the source of this activity, when in fact the source is in fact Defendants’ unlawful conduct. 

This poses a significant risk of reputational harm to Fortra. Further, even the security community that relies 

on legitimate uses of Cobalt Strike to improve security of institutions and individuals, risk developing a 

                                                    
10 Available at https://www.bankinfosecurity.com/feds-warn-healthcare-over-cobalt-strike-infections-a-20242.   

11 Available at https://www.zdnet.com/article/ukrainian-organizations-warned-of-hacking-attempts-using-credomap-
malware-cobalt-strike-beacons/#ftag=RSSbaffb68.  

12 Available at https://thehackernews.com/2022/11/google-identifies-34-cracked-versions.html.   

https://www.bankinfosecurity.com/feds-warn-healthcare-over-cobalt-strike-infections-a-20242
https://www.zdnet.com/article/ukrainian-organizations-warned-of-hacking-attempts-using-credomap-malware-cobalt-strike-beacons/#ftag=RSSbaffb68
https://www.zdnet.com/article/ukrainian-organizations-warned-of-hacking-attempts-using-credomap-malware-cobalt-strike-beacons/#ftag=RSSbaffb68
https://thehackernews.com/2022/11/google-identifies-34-cracked-versions.html
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perception that this very useful tool is associated with cybercrime. This too poses significant risk of 

reputational harm to Fortra. 

40. Fortra devotes significant computing and human resources to combating cracked Cobalt 

Strike and other malware infections and helping customers and victims in general determine whether or not 

their computing devices are infected and, if so, cleaning them. Not only does Fortra expend resources in 

helping users combat cracked Cobalt Strike, these efforts require in-depth technical investigations and 

extensive efforts to calculate and remediate harm caused to Fortra’s customers. Fortra has expended 

significant resources to investigate and track the Defendants’ illegal activities and to counter and remediate 

the damage caused by the Defendants’ criminal activity to Fortra, its customers, and the general public. 

Forta actively combats the cracked versions of Cobalt Strike and has expended over a million dollar of 

dollars on this effort. Fortra has altered the Cobalt Strike technical licensing controls to eliminate methods 

of compromise that have been discovered in our research, Fortra has issued more than 900 DMCA violation 

notices to a variety of social media, file sharing and hacking forum providers. 

41. Defendants’ misuse of Cobalt Strike irreparably harms Fortra by damaging its reputation, 

brands, and customer goodwill. Defendants physically alter and corrupt Fortra’s products and use those 

products in a cracked manner to carry out cybercrime, as detailed above. Cracked Cobalt Strike still bears 

the Fortra and Cobalt Strike trademarks. In some cases, this is meant to and does mislead Fortra’s customers, 

as it may cause such customers to believe that activity is associated with legitimate penetration testing. But, 

more broadly, for the reasons discussed, simply by being associated with malicious activity, Defendants’ 

misuse of cracked “Cobalt Strike” branded software causes extreme damage to Fortra’s brands, trademarks, 

goodwill and trust within the security community and the public in general. The trademark registration for 

Fortra’s trademark “Cobalt Strike,” infringed by Defendants is attached to the Complaint as Appendix E.  

42. In addition, Defendants reproduce Fortra’s copyrighted code for Cobalt Strike. In 

particular, as an illustrative example, Defendants literally copy the entirety of Fortra’s copyrighted Cobalt 

Strike “team server” code in a cracked version used for malicious purposes. Each cracked Cobalt Strike 

team server associated with the IP addresses and domains subject to this request for relief to the court, 
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contains a cracked reproduction of Fortra’s copyrighted Cobalt Strike team server code. Defendants also 

engage in the cracked distribution of Fortra’s copyrighted Cobalt Strike code as part of their enterprise, to 

compromise victim computers in the first instance, to intrude upon victims’ computing resources and 

networks, and to deliver further forms of malware, as discussed. The Defendants’ infringement involves 

cracked copying of executable code for all of the Cobalt Strike team server’s web server, beacon and 

configuration features and functionality, including all of Fortra’s creative and original method 

implementations, interfaces, parameters, variables, arrays, data types, operators, and objects. Copyright 

registrations for Fortra’s Cobalt Strike code are attached to the Complaint as Appendix D.   

43. Fortra has expended many of millions of dollars in security personnel, infrastructure and 

monitoring tools to maintain the integrity of the Fortra source code repositories and protect the Fortra 

proprietary Cobalt Strike source code from theft. Additionally, Fortra expends significant resources on 

security researchers to monitor for Cobalt Strike being listed on code sharing websites where Defendants 

have illegally decompiled and shared portions of copyrighted Cobalt Strike source code.   

44. Fortra has invested substantial resources in developing high-quality products and services. 

Due to the high quality and effectiveness of Fortra’s products and services and the expenditures of 

significant resources by Fortra to market those products and services, Fortra has generated substantial 

goodwill with its customers, has established strong brands, has developed the Fortra name and the names 

of its products and services into strong and famous world-wide symbols that are well-recognized within its 

channels of trade.  

45. The activities of the Defendants injure Fortra and its reputation, brand, and goodwill 

because customers in the security community and users in general, subject to the negative effects of these 

malicious applications, may incorrectly believe that Fortra and Cobalt Strike are the sources of their 

computing device problems or risks to such devices, when in fact those risks flow from Defendants’ 

activities. There is a great risk that users may attribute this problem to Fortra and associate these problems 

with Fortra’s products, including legitimate versions of Cobalt Strike, thereby diluting, and tarnishing the 

value of the Fortra and Cobalt Strike trademarks and brands. 



46. Based on my experience assessing cyber threats and the impact on business, I conclude 

that customers and the general public may, and often do, incorrectly attribute to Fortra the negative impact 

of attacks carried out by leveraging cracked Cobalt Strike as a result of having their computers hijacked 

and infected with a variety of malware, described earlier in this declaration. Further, based on my 

experience, I conclude that there is a serious risk that customers may stop supporting and using Fortra’s 

products and services, including particularly Cobalt Strike, because Defendants’ activities impair 

consumers’ perception of Fortra and the Cobalt Strike brand and trademark in the market.

DISRUPTING CRACKED VERSIONS OF COBALT STRIKE

47. I believe that if provided advance notice that the C2 IP addresses and domains were to be 

disabled, the Defendants would take measures to keep cracked Cobalt Strike alive by migrating to new IP 

addresses and domains. As discussed, Defendants intentionally evade detection by changing the IP 

addresses and domains of its C2 servers over time. Therefore, a piecemeal approach to disconnecting the 

IP addresses and domains will fail. If less than all of the C2 servers are directed to be taken offline 

immediately and simultaneously, the infected end-user computers will be able to migrate to the remaining 

servers or to new C2 servers.

48. I believe that the only way to suspend the injury caused to Fortra, its consumers and the 

public, is to take the steps described in the [Proposed] Ex Parte Temporary Restraining Order and Order to 

Show Cause Re Preliminary Injunction (“Proposed TRO”). This relief will significantly hinder the 

Defendants’ cracked Cobalt Strike monetization and capability and operational control, and stop the 

harmful activities of the Defendants.

I declare under penalty of perjury under the laws of the United States of America that the foregoing is true 

and correct to the best of my knowledge. Executed this 29th day of March, 2023, in New York, New York.

Robert G. Erdman II
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Robert George Erdman II       25170 Co Rd 62 Cohasset, MN 55721 

         Bob.erdman@fortra.com 

Bio_______________________________________ 

Bob Erdman is Associate Vice President, Research & Development for Fortra’s Cyber Threat 
Solutions (CTS) Business Unit. Bob joined Fortra after having spent more than 25 years in the 
information technology industry. Prior to joining Fortra, Bob was with Spok where he most 
recently served as Sr. Technical Product Manager, Contact Centers & Platforms. While there, 
Bob worked with a variety of worldwide customers including Government, Healthcare, Financial 
& Military implementing mission critical Windows, Unix & Linux communications solutions. Bob 
is a veteran of the United States Army National Guard and a current member of the US Federal 
Bureau of Investigation’s InfraGard & Cyber Health Working Group. 

Education______________________________________ 

Jamestown College                        1985-1990 

B.A.  Computer Science, B.A. Business Administration, B.A. Management Information Systems 

Veteran, Honorable Discharge, DoD IT-II, Public Trust, Secret Eligible                 1990-1996 

FBI InfraGuard, Cyber-Health Working Group               2018-Present 

AIX Community Advocate Level3                 2020-Present 

Redhat Linux Certified Engineer 

Oracle Database Champion 

Work Experience_________________________________ 

Fortra, LLC                                                      2023-Present 

Associate Vice President, Research & Development 

• Lead the strategic direction of the company’s Threat Intelligence, Data Science and 
Infrastructure Protection teams 

• Managed relationships with external intelligence partners, both public and private 

 

mailto:Bob.erdman@fortra.com


HelpSystems, LLC                                               2022-2023 

Director of Development 

• Established an all company Threat Fusion Center combining threat intelligence and indicators 
of compromise from all company products and brands into a central managed location to 
service the needs of internal and external customers 

• Performed due diligence investigations of potential M&A acquisitions to evaluate technology, 
personnel and integration capabilities  

• Managed threat intelligence, data science and software development teams 

HelpSystems, LLC                                               2019-2020 

Associate Director of Development, Cyber Threat 

• Leader of the Infrastructure Protection research and development teams consisting of both 
offensive and defensive security tools 

• Provided strategic product direction to ensure customer and company objectives were 
fulfilled in a timely and cost efficient manner 

• Performed intelligence gathering activities on threat actors and threat actor groups related to 
illicit usage of company created software products and BEC email compromises 

• Managed the company DMCA activities is support of legal and law enforcement takedowns of 
improperly hosted company intellectual property 

HelpSystems, LLC                                               2019-2020 

Sr. Manager, Product Management, Cyber Threat 

• Ensured that company revenue, ARR and licensing goals were met by leading the strategy and 
execution of the company’s Offensive and Defensive cybersecurity product offerings 

• Created product roadmap plans for multiple product lines incorporating business 
requirements, sales targets and stakeholder feedback 

• Managed and mentored junior product team members to meet product delivery metrics and 
career advancement goals 

• Collaborated with globally located Development Managers to transition product design and 
development activities to Agile processes and methodologies to provide products to 
HelpSystem’s customer base on schedule with delivery projections 

• Communicated with all areas of the organization as warranted to deliver on the product goals 
of the Cyber Threat division 

• Facilitated interactions with third parties to assess partnership and licensing opportunities 
including hardware, software and services required for HelpSystem, LLC’s product goals 

• Cooperated with internal Security Stakeholders to implement improved processes and technologies to 
better protect the organization and the organization’s intellectual property 



• Interacted with HelpSystem’s customers and prospects by providing webinars, roadmaps, product 
training and feedback presentations across global audiences 

HelpSystems, LLC                                                     2017-2019 

Cross Platform Security Product Manager  

• Ensured that company revenue, ARR and licensing goals were met by leading the strategy and 
execution of designated company product offerings on IBM i, Linux and Unix 

• Created product roadmap plans for multiple products incorporating business requirements, 
sales targets and stakeholder feedback 

• Collaborated with globally located Development teams to provide products to HelpSystem’s 
customer base on schedule with delivery projections 

• Communicated with all areas of the organization as warranted to deliver on the product goals 
of the designated products under management 

• Facilitated interactions with third parties to assess partnership and licensing opportunities 
including hardware, software and services required for HelpSystem, LLC’s product goals 

• Performed due diligence activities on potential company acquisitions 
• Interacted with HelpSystem’s customers and prospects by providing webinars, roadmaps, product 

training and feedback presentations across global audiences 

Spok Inc.                                              2012-2017 

Product Manager, Technical Platforms & Security 

• Lead the strategy and execution of the company’s government and security certifications. 
• Performed Security Assessments using various tools and techniques including DoD STIGs, Retina, 

Nessus, SCAP and other manual methods 

• Oversaw strategy and development of products to ensure compliance with hardware and 
security requirements.   

• Worked with third parties to assess partnerships and licensing opportunities including 
hardware, accessories and other solutions required for Spok products. 

• Set pricing and margins for hardware products required by Spok software solutions to meet 
revenue and profitability goals. 

• Lead strategy and operational development of hosted capabilities including vendor selection, 
team leadership and development of operational processes. 

• Lead selection of 3rd party hardware, software and accessories required for Spok products. 
Ensured consistency and quality across all products. 

 

Organizations and Services_________________________ 

Greater Grand Rapids Area Cable Commission, Itasca County Parks and Recreation Commission 

Rotary International, Grand Rapids Centennial Club 



Youth sports coach for Hockey, Basketball, Little League and Football associations 
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